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Abstract  
 
We discuss the usability versus security tradeoff in authentication systems and the reasons why the conventional text-
based password is still the most commonly used method of authentication even though it is inherently weak in many 
ways. After carrying out a taxonomy of relevant issues we develop a metric that can be used to measure the efficacy of 
existing and envisaged methods of authentication. When used in combination with six usability goals, Effectiveness, 
Efficiency, Safety, Utility, Learnability, and Memorability this leads to a powerful evaluation technique. We then use 
this metric to demonstrate the feasibility and applicability of image-based passwords as an alternative to biometric, 
token-based and text-based authentication mechanisms. 
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Introduction 
 
It is common experience that today’s authentication systems are subject to a trade-off between usability and security. 
This is particularly true for traditional, text-based systems. An example of the effect of this trade-off can be seen in a 
health service information management system, where confidential patient records must be accessible quickly and 
easily by authorised persons only. A system user who owns a highly secure password, that is to say one of an arbitrary 
nature and of fair length, is likely to experience difficulty reproducing it during the authentication process, resulting in 
diminished ability to provide what is an unarguably crucial service. If a highly usable password were to be used instead, 
for instance one that provides the opportunity for associative imprinting to take place within memory, such as a 
favourite colour or pet’s name it would be prone to a number of well known intruder attacks, resulting in a scenario 
where data confidentiality and integrity can become compromised. In short, we observe that the more secure a password 
is, the less usable it is and the more usable it is, the less secure it becomes. 
 
Although passwords, especially those that are usable, are inherently insecure, they remain popular because they 
provide a familiar authentication technique that has already gained a legacy of public acceptance. Without domain 
specific knowledge, the average user could be forgiven for concluding that given their scale of use, alphanumeric 
passwords must be secure. The conceptual schema of using a secret word to elicit power is a universal archetype 
shared by all (Jung, C.G. 1927). To gain power over an IT system authentication is required, and in this light it 
becomes clear to see how the archetype eventually became manifested as the easily understood and widely accepted 
text-based password. 
 
The many problems of the password have existed ever since they were originally devised as a means of authentication; 
however, it is only relatively recently that we have seen an upsurge in research involving the investigation of 
alternatives. This is largely due to an increasing user population, the remarkable growth in popularity of networks, 
changing usage trends and the inception of the internet. What results is a previously unseen level of inter-system 
connectivity; and a previously unseen level of risk in terms of intruder threat occurrence, with information being stored 
and transmitted where it would previously have not, for example the changing usage trend of purchasing products and 
services via e-commerce sites, means that users readily submit personal information such as credit card numbers and 
home addresses, resulting in an increased volume and level of sensitivity of information available to any would-be 
cyber criminal (Kent, S., and Millet, L. 2003, Maple, C., et al. 2004). 
 
A further contributing factor to the problem is that passwords are becoming ubiquitous. A study carried out by Rainbow 
Technologies found that the average user has to remember five-and-a-half passwords, with almost twenty-four percent 
having more than eight passwords to remember (http://www.rainbow.com, 2003). For most users, remembering 
multiple passwords, especially those that are secure and used infrequently is extremely difficult. A great deal of work 
has been carried out as a result, in an attempt to find a model of authentication that is highly secure, and is acceptable 
for the end user on a large scale. Resulting authentication technologies growing in popularity include biometrics and 
token-based approaches. We will show however that neither provide a comprehensive solution to the usability versus 
security trade-off and both introduce further problems of their own, both at present have been unsuccessful in replacing 
the text-based password, and it seems inconceivable that they ever will. 
 
In this paper we discuss image-based passwords which are an emerging technology that may offer a feasible solution to 
the usability versus security tradeoff. Depending on the design paradigm adopted they fully exploit our formidable 
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capacity for recognition. Users would no longer need to select weak passwords that are easy to recall, or write down 
passwords that are relatively secure but unmemorable, a common practice that renders conventional passwords even 
less secure.  
 
Image-based passwords are unbounded by a restricted alphabet size, due to the virtually infinite number of images that 
can be used to form an underlying alphabet, making them highly secure against attacks exploitative of this aspect of 
conventional password design. 
 
Although some usability aspects of image-based authentication systems have been investigated with encouraging 
results, these have been developed and tested independently from each other under differing test conditions, and with 
non-relative underlying technologies. For this reason we developed a unified, standard method of evaluation that can 
also be generalised to other authentication systems. This is achieved by developing a set of heuristic principles after 
conducting a taxonomy of existing authentication techniques coupled with six usability goals: Effectiveness, Efficiency, 
Safety, Utility, Learnability, and Memorability (Lazar, J., 2001, Preece, J., et al 1994). We then categorise image-based 
password systems into their underlying design paradigms based on physical and cognitive processes employed during 
the authentication task and demonstrate the evaluation method through its application as a case study to our derived  
categories in order to discover which has the most potential to offer a solution to the drawbacks of the other methods 
and also possesses the most scope for end-user acceptance. 
 

Part One: Development of the evaluation method 

 
1. Taxonomy of relevant issues to consider when evaluating authentication techniques. 
 
In the following sections we list relevant problems of authentication, some are technology specific, for example to 
biometrics or text-based passwords and some are non-technology specific, for example those that relate to cultural and 
environmental issues. These problems will then be used in the development of a set of heuristic principles which can be 
used to evaluate new and existing authentication schemes. 
 
1.1 Problems associated with text-based passwords 
 
Definition: Only those who can accurately recall the correct password string can gain access to a system protected by a 
text-based password. 
 
Tx1: Conceptual space larger than actual space: The conceptual password space offered is high based on the 
 ninety-five printable keys on an ASCII keyboard (Jansen, W., et al, 2003). However, this measurement, does 
 not take into account that the majority of passwords that can be created in this manner are strings of arbitrary 
 characters that are unmemorable for the user due to an absence of context for them to be placed in (Besinger, 
 D., 1998, Tulving, E., and Thompson, D., 1970), and so it results that strings of high entropy (Shannon, C., 
 1951) and therefore high security are unlikely to be created by users out of the fear that they will be unable to 
 authenticate. 
 
Tx2: Recall based: Enormous reliance is placed on the ability to perform precise recall. Recognition relies solely on 
 a familiarity of information, whereas recall requires the user to remember both a retrieval cue and what that 
 cue is representative of (Tulving, E., and Thompson, D., 1970), this leads to problems, and is why users find it 
 easier to remember a password such as a pet’s name, as opposed to a random string. It is difficult to find a 
 simple cue to trigger the retrieval of the random string and then encode and retrieve this cue to and from 
 memory. Recognition is not reliant on the creation or recall of an internal cue, because the item being 
 recognised acts as an external cue for us.  

 
Tx3: Prone to dictionary attacks: To overcome the problems of recall, users tend to choose passwords that they 
 can place in context to trigger their retrieval from memory, for example a favourite colour or spouse’s name 
 (Klein, D., 1990). Passwords of this type are highly ineffectual from a security perspective, and are prone to 
 what is termed a dictionary attack, where an intruder; using words in a dictionary, or a number of dictionaries, 
 along with commonly used variations on these words attempts to discover login accounts that can be 
 compromised (Klein, D., 1990). 
 
Tx4: Difficult to remember: Many organisations enforce password policies on allowable formats in order to guard 
 against dictionary attacks, often in addition requiring that passwords are changed after a given period of time 
 (Jansen, W. et al, 2003). by limiting password formats, the intrinsic opportunity for associative imprinting 
 (Paivio, A., 1983) where the user relates their password to something in the concrete world is reduced, 
 making it difficult for successful transfer into long term memory; when this transfer (encoding) is successful, 
 the information is unlikely to be persistent unless accessed often, because the neural pathways which make 
 them accessible are prone to deterioration without frequent use (Sapolsky, R., 2005). 
 
Tx5: Easily predictable: Users who are obligated to change their password frequently have the additional problem 
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 of trying to remember which cue to use to trigger memory of the password.  Many users try to escape the need 
 to change their cue by employing a scheme in which they come up with variants on passwords, for example 
 changing “Name_Jan01” to “Name_Feb02”, this is advantageous from a memorability perspective as the cue 
 does not change, although, extremely bad practice from a security perspective as it creates patterns that are 
 easily predictable for attackers who are well known for exploiting behaviour patterns such as this (Adams, A., 
et al 1999, Dhamija, R., and Perrig, A., 2000). 

 
Tx6: Externally representable: As users cannot rely on memory alone to reliably recollect these passwords and 

 also because they are so easily forgotten over time, they are often externally represented through writing down 
 and kept near the devices that require them. Making them obtainable for anyone who can gain access to the 
 medium on which they are recorded (Adams, A., et al 1999, Dhamija, R., and Perrig, A., 2000, Yan, J. et al, 
2000), Mnemonics have been suggested as a way to alleviate this problem (Riggs, 2003), however the user 
 still needs to rely on recall in order to remember the original phrase that they based the mnemonic on and the 
 scheme in which they encoded it to form their password. 

 
Tx7: Prone to brute force attacks: Where every possible character combination is tried until a valid password 

 sequence is found, this scheme is extremely computationally intensive so is generally employed as a last resort, 
 although it can potentially break any possible character sequence imaginable. A very good password can still 
 take a long time to crack (Yan, J., et al 2000), however there has been a great increase in recent years of 
computational power available and networked machines can be utilised to distribute the burden of carrying out 
such an attack (Klein, D., 1990). If CPU speed continues to increase and speed of network transmission 
becomes more optimal, it is expected that there will eventually come a time when even the strongest passwords 
will easily be cracked using this method. 

 
Tx8: Prone to observation attacks: Such as the well known practice of “shoulder surfing”, (Dhamija, R., and 

Perrig, A., 2000, Mitnick K., and  Simon, W., 2002), where the perpetrator looks on as the user authenticates, 
 noting the keys pressed, or more exotic exploits such as the keyboard acoustic emanation attack, where a 
 neural network is trained to “listen” to keys being typed on a keyboard in order to differentiate between them, 
 one recent study showed that from a normal PC microphone placed ten metres away from the keyboard, the 
 rate at which the net correctly identified the key being pressed was seventy-nine percent (Asonov, D., and 
 Agrawal, R. 2004). 

 
Tx9: Easy to communicate: Users frequently divulge password information to trusted colleagues or friends, finding 
 this an easy way to disseminate information. If a user’s trust can be gained, passwords are easily  obtainable. 
 (Mitnick, K., and Simon, W., 2002). 

 
1.2 Problems associated with biometrics  
 
Definition: Only the individual who possesses a unique biological or behavioural characteristic can access a system 
protected using biometrics. 
 
Bm1: Unreliable: Behavioural biometrics, such as the way a person types (Montrose, F., and Rubin R. 1999) can 
 change for a variety of reasons, for example with stress, illness or age, making them unreliable (Boertien, N., 
 Middelkoop, E. 2002). 

 
Bm2: Expensive: Physiological biometrics are based on characteristics that are constant, for example,  fingerprint, or 
 iris measurement although they use additional hardware devices which are typically expensive (Polemi, D.
 1997). 
 
Bm3: Subject to trade off between imposter pass rate and false alarm rate: Caused by the inexorable variability 
 in biometric reading and measurement. When the threshold to buffer this effect is set tighter, the likelihood of 
 intruders authenticating is reduced, although the number of authentic users being mistaken for intruders also 
 increases. This leads to the engenderment of frustration, meaning that these systems can be highly unusable, 
 when the threshold is set lower, the opposite becomes true, making these systems insecure.  
 
Bm4: Unpleasant to use: Some users find biometric devices unpleasant to use, such as a retina or iris scanners
 (Dhamija, R., and Perrig, A., 2000). 
 
Bm5: Perceived privacy threats: Many are suspicious of biometrics because of the perceived privacy threats 
 (Dhamija, R., and Perrig, A., 2000). 
 
Bm6: Observable and possible to replicate: Biometrics can be observed with special hardware and can be copied
 (Mnemonic Guard , Weinshall, D., and Kirkpatrick, S. 2004). 
 
Bm7: Permanent: The most serious and insurmountable problem of using biometrics for authentication is that if the 
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 authentic user can be impersonated at the time of the biometric being recorded, then the impersonator in effect 
 becomes the authentic user for the rest of their lives (British Computer Society, 2004). 
 
 

1.3 Problems associated with token-based authentication  
 
Definition: A physical security component, often coupled with a knowledge-based technique (i.e. chip and pin) is used 
to gain access to a system protected by token-based authentication. 
 
 Tb1: Expensive to implement: Relies on specialised devices in order to read and create tokens, this can particularly 
 become a problem in systems with a high degree of user turnover (Klein, D, 1990).  
 
Tb2: Can be lost or stolen: To overcome this, users often leave tokens on, near or with the device that they are used 
 to authenticate on (Mnemonic Guard) completely inverting the security that this technique might otherwise 
 offer.  
 
Tb3: Observable and possible to replicate: Most tokens, such as magnetic swipe cards can be scanned, the details 
 contained on which can be duplicated and reproduced in a second token for the intruder to use at his or her 
 pleasure.  
 
Tb4: Accessibility: Tokens also need to be carried at all times that access to the system may be required, if a user 
 forgets to carry their token they are unable to authenticate. 
 

1.4 Issues associated with authentication in general 
 
Ga1:  Scalability: Authentication systems must be able to scale with changing usage and technological trends. The 

 broadening use of networks, especially the Internet implies that more and more people are communicating and 
 sharing information with strangers (Kent, S., and Millet, L. 2003). The growth of e-commerce, especially 
 within the B2C market means that an increased volume of sensitive information is being stored and transmitted 
 where it previously would not (Maple, C., et al, 2004). Concerns are heightened by the growing ease of 
 aggregation of information that can be collected about an individual or organisation from multiple sources. A 
 further contributing factor to the problem is that passwords are becoming ubiquitous. Most users find 
 remembering multiple passwords, especially those that are secure and used infrequently extremely difficult. 
 Single-sign-on (SSO) technologies where existing passwords are protected by an overall “master” password 
 are advantageous in this case as the user only has to remember one secure password. SSO systems based on 
 biometric, token-based or text-based authentication are still subject to the same drawbacks inherent to those 
 techniques. When an inauthentic user successfully exploits these weaknesses they then gain access to all 
underlying passwords and data or services protected by them. 

 
Ga2: Easy to understand: The success of the text-based password is partially due to the fact that their concept 
 corresponds to an existing common archetypal worldview making them an easy to understand concept. New 
 authentication technologies should also aim to take advantage of existing schemas in order to maximise their 
 potential for end-user acceptance. 
 
Ga3:  Time to set up and use: Authentication mechanisms must not take an impractical length of time to set up and 
 use, as this would lead to engenderment of annoyance in users who would ultimately seek alternative means in 
 order to reach their goals. 

 

2. Evaluation method 
 
After carrying out a taxonomy of relevant issues when evaluating authentication mechanisms (previous section), a set of 
nineteen principles for a successful, e.g. secure and widely acceptable authentication system were derived. These 
principles combined with six usability goals relevant to all interactive software can be used to evaluate existing as well 
as new authentication technologies. In Part 2 of this paper we will apply these principles as a case study to image-based 
passwords in the form of a two-phase assessment, phase one consisting of a heuristic evaluation and phase two, a web 
based usability study.  
 
When generalising these principles to evaluate other authentication systems, the word “password” must to be taken in 
context of application, for example, in the context of an evaluation of a token-based system, the word “password” 
would mean the sequence of information contained on the token. 
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2.1 Nineteen principles of a successful authentication mechanism 
 
2.1.1 Principles relating to usage and technological trends 

Principle name Rationale 

1. Scalable to meet demand of growing volume of users, and password protected 
websites 

Bm7, Ga1 

2. Good usability over networks Ga1 

 

2.1.2 Principles relating to secure technology 

Principle name Rationale 

3. Not based on character strings Tx2, Tx3, Tx4, Tx5, Tx6, Tx7 

4. Not based on a physical item Bm6, Tb1, Tb2, Tb3, Tb4 

5. Low imposter pass rate and false alarm rate Bm1, Bm3, Bm7 

6. Password not entered using a keypad/keyboard Tx8 

7. Provide a large password space Tx1,Tx7 

 

2.1.3 Principles relating to human factors 

Principle name Rationale 

8. Inability for weak passwords to be selected Tx3, Tx1 

9. Not easy to predict patterns in passwords Tx5 

10. Not require easily guessable login information Tx5 

11. Not easily communicable Tx9 

12. Not prone to shoulder surfing attacks Tx8 

 
2.1.4 Principles relating to cognitive processes 

Principle name Rationale 

13. Memorable passwords user can apply context to Tx1, Tx2, Tx4, Tx5, Tx6 

14. Not recall based Tx2 

15. Fits existing schemas (easy to understand concept) Ga2 

 
2.1.5 Principles relating to cultural and environmental factors 

Principle name Rationale 

16. Privacy issues: do not ask for personal information Bm5 

17. Authentication process must not be unpleasant to use Bm4 

 

2.1.6 Principles relating to resources 

Principle name Rationale 

18. Not take an impractical length of time to set up and use Ga3 

19. Relatively cheap to implement without relying on additional devices Bm2, Tb1 

 
Points deemed suitable for inclusion in an initial heuristic evaluation from nineteen principles of a successful 
authentication system were: 1-12, 14-16, and 19. System categories that were shown to meet, or to potentially meet all 
heuristics were developed into working prototypes and subsequently tested by users over the Internet, where metrics 
recorded during the test and responses to a short questionnaire were measured against the six usability goals and against 
the remaining principles of a successful authentication system: 13, 17 and 18. In addition overall perception of image-
based passwords was sought. Some points from the nineteen principles were re-evaluated during phase two, these were 
points 11: “Not easily communicable”, 5: “Low imposter pass rate and false alarm rate”, 8: “Inability for weak 
passwords to be selected” and 9: Not easy to predict patterns in passwords.  
 
This was because the evaluation for point 11 was based on the theory that communication of visual passwords based on 
random art is likely to be a much harder task for the user, and more complex for an inauthentic user to match a given 
description to the password alphabet, although no experiential evidence was found that could corroborate this, 
particularly in an e-environment where users are known to perceive page content in a different way from printed paper-
based content or tangible “real world” objects.  
 
It was not known whilst evaluating the visuo-spatial selection design paradigm whether there would be a problematic 
tradeoff between imposter pass rate and false alarm rate, because a password element region small enough to offer a 
high level of security (tight threshold) might result in user selection errors at the interface (diminished usability).  
 
Although it was known for point 9 that weak passwords could be selected in the visuo-spatial selection mechanism, it 
was not known whether users would opt to create them given that in a recognition based system this should be 
unnecessary due to reduced cognitive load. It was also not known whether some images in the visual system would be 
more attractive than others for users, creating biases in password selection. 
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Fig. 1: Evaluation methodology.  

 
Part two: Application of the Taxonomy to image-based passwords 

 

3. Categorisation of image-based password systems 
 
In this paper we discuss three categories of image-based passwords: 

 
Graphical: User creates a graphical image to produce a password value (Jansen, W., et al, 2003).  

 
Visual: User selects icons, photographic or art images to produce a password value (Jansen, W., et al, 2003). 

 
Visuo-spatial: Visual authentication task augmented by the demand for the user to employ spatial cognition to produce 
a password value (Renauda, K. and De Angeli, A. 2004).  
 
Along with recognition, visuo-spatial cognition is another of our inherent cognitive strengths. Visuo-spatial cognition 
includes tasks such as remembering the area on a page we were at when we last looked at a book. A possible drawback 
of systems utilising visuo-spatial cognition is that it only works as part of short term memory, this means that there 
could be problems remembering passwords over long periods of time. As it is known that around seven plus or minus 
two pieces of separate data can be stored in short-term memory at any one time (Miller, G. 1956), users are likely to 
experience problems remembering a larger number of visuo-spatial password elements. Visuo-spatial authentication 
mechanisms in this study are further divided into two subcategories: 

 
Visuo-spatial selection: Systems based on Blonder’s tap region design (Blonder, G. 1996), a proposed system 
where on being presented with a login image, the user selects a sequence of coordinates using a pointing tool in 
order to authenticate. 
 
Visuo-spatial manipulation: Systems where users create passwords by manipulating objects in a graphical window, 
for example entering the time on a clock, making a cocktail or drawing a selection of cards from a deck. 

  

4. Alphabet selection 
 
Because many of the nineteen principles and usability goals would be directly affected by the choice of password 
alphabet used in the systems, we decided to select a visual alphabet that we hoped would be optimally efficient for this 
purpose. 
 
Image files such as photographs and conventional art images are renowned for taking a long time to be transferred 
across networks. The use of random art such as that utilised by Dhamija and Perrig in the Déjà vu system offers a 
feasible solution, as random images of this type can be generated from a seed value on the requesting device (Dhamija, 
R. 2000). Random art was developed by Andrej Bauer (Bauer, A.1998), images of this type also make it intrinsically 
more difficult for the user to communicate their password to others. (principle eleven) 
 
We also note that images are recognised by the user’s perceived meanings and associations with them, this ability is 
innate for all of us, although the association or meaning that one person sees will often differ to that of another person 

Information relevant to authentication Information relevant to all interactive software 

Technology specific Non-technology specific 

Six Usability Goals 
Taxonomy: Ga1 – Ga3 Tx1 – Tb4 

Phase one evaluation Phase two evaluation 

Reassessed principles or 
principles unsuitable for 

assessment in phase one 

Nineteen principles of a successful authentication system 

Final Result 

Literature, experiments, common sense. 
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Table one: Evaluation results.                 

 Design paradigm Yes No Unknown Overall 

Visual 16 0 0 Pass 

Visuo-spatial selection 12 1 3 Pass 

Visuo-spatial manipulation 8 8 0 Fail 

Graphical 12 4 0 Fail 

Figure 3: Test selection and instruction 

(Ross, S. 2003). 
 
Image one, for instance could be 
seen as a man in a launderette, 
image two could be a city by  the sea 
and three could remind the user of 
the inside of a funfair ride. If these 
meanings were communicated to 
someone else, it is unlikely that they 
could be recognised from a larger set 
based on their descriptions, because 
the applied associations are personal 
to each individual (Dhamija, R. 
2000). It is for this reason that it has 
been decided to use Baur’s random 

art as the basis for  visual and visuo-spatial selection systems in the evaluation. 
 
5. Phase one, Heuristic evaluation results 
 (Full scoring sheets and rationale can be found in Appendix A) 

                   
           

           Out of the nineteen     
           principles of successful  
           authentication systems,  
           sixteen were deemed  
           suitable for initial  
           assessment using a  
           heuristic evaluation. The  

experimental evaluation in phase two will cover the remaining points and also any points that will require reassessment. 
The heuristic evaluation showed that graphical and visuo-spatial manipulation type systems failed a large number of the 
principles, therefore it was unnecessary to develop and test systems of these types further as they are unlikely to be 
accepted on a large scale, most notably because they are recall based. Visual and Visuo-spatial selection type systems 
met most of the criteria, or were considered to have the capacity to meet them depending on implementation; therefore 
it was only these two designs that were included in further testing during phase two. 
 
Visuo-spatial selection type systems failed principle twelve, “not prone to observational attacks”, however it was 
decided to include this type of system in the second phase of the test as it may be possible to include a mechanism to 
guard against this in a “real life” system. From this point onwards, the term “visuo-spatial” refers only to the visuo-
spatial selection type system based on Blonder’s tap region design, and not the now excluded visuo-spatial 
manipulation category. 
 

6. Phase two, Web-based evaluation 
 
The design for the test system followed ideas taken from Déjà vu, developed by Dhamija and Perrig in 2000. The 
difference being that the systems developed for use in this study were deployed on the Internet so that a broader and 
more diverse test sample could be reached, this meant that instructions were included as part of the systems. The test 
was followed by a short questionnaire designed to find out about users reactions to, and perceptions of the systems. 
Users were required to enter a username at the beginning of both the password setup and login stages in order to aid in 
differentiation between them, and more realistically model what it would be like to use an image-based password 
system. Data collected during all of the five stages (described below) was used as the basis of our evaluation. 

 

6.1 visiPass test sequence 
 
Stage one, Test selection and instruction: The image-password type 
to be tested, i.e. visual or visuo-spatial was randomly selected. 
Depending on the system that had been chosen, the user was given a 
brief introduction to the test ahead and what was to be expected of 
them. 
 
Stage two, Test setup and initialisation: The user was prompted to 
enter a username. Ninety-six images (for the visual system) or twelve 
images (for the visuo-spatial system), were then selected at random 
from the image pool of 226 images, these images were used as the 
basis for the password alphabet in the particular instance of the test. 
The user was then taken through eight setup screens from which they 

 

           
 

Fig. 2: Baur’s random art 
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Figure 4: Aided training (visuo-spatial) 

Figure 5: Login screen (visual) 

Figure 6: Questionaire 

were instructed to pick one password element from each. 

 
Stage three, Training: The objective of the training stage was to allow the user to develop associations with their 

password elements and become proficient in using the visiPass 
interface, training was accomplished in two stages, aided and unaided. 
 Aided training: The user’s password was highlighted to give 
them the opportunity to develop association. To complete the stage the 
user was asked to navigate the interface selecting highlighted 
password elements with their mouse. 
 
 Unaided training: The highlights were removed from the 
password elements, allowing the user the opportunity to attempt their 
password without aid and without being penalised for mistakes. Once 
the user was found to be proficient in using the interface and 
recognising their chosen password elements they were taken to the 
login stage. 
 
Stage four, Login: The user was alerted that they had successfully 
completed the training stage and were prompted to re-enter their 
username. They were then taken sequentially through their eight login 
screens, making a selection of one password element from each. If all 
password elements were entered successfully, the login was successful 
and the user was redirected to the questionnaire. 

 
Stage four (a), Alternative login scenario: A user who inadvertently 
made a password selection error during login was exposed to a decoy 
login screen, this was included as a guard against brute force attacks. 
Decoy screens in the visual system comprised of image sets that did 
not contain any of the user’s password images, whereas decoy screens 
in the visuo-spatial system contained images that were not part of the 
user's image set. This is based on the idea that the authentic user 
should be able to recognise the decoy login screen as a decoy, and 
recover from their error because they would not be able to locate their 
password element. An inauthentic user using a brute force method 
would not know the password not having seen it previously, making it 
infeasible that they would notice an element missing, hence creating a 
situation in which they would be unable to identify the screen as a 
decoy (Maple, C., et al 2004). If the user completed the login session 
ending on a decoy screen (i.e. only after selecting a full set of eight 
password elements) they were alerted that had been unsuccessful in 
their attempt, thus guarding against the trial and error element of such 
an attack. The interface contained a recovery button which could be 
pressed in the event that the user realises their mistake during a decoy 
session.  
 
Stage five, Questionnaire: All participants were taken to a short 
questionnaire which was used to gather their perceptions and other 
data. 
        

 
 

 
6.2 Retention of negative feedback 
 
An identified risk of carrying out the test over the Internet was that users with a negative perception of the system they 
were testing might not complete the test, simply shutting their browser down. This would lead to the final results being 
biased, as many frustrated users would simply not reach the questionnaire stage wherein data regarding the test was 
forwarded.  The major situations in which this might occur are given below with corresponding design actions taken: 

• User unable to recognise their password: In this case, the user is likely to press the back button in their 
browser, in an attempt to view the aided training session pages in which their password elements were 
highlighted, bringing the recorded number of times the aided training session was used into question. To stop 
this from occurring the use of the back button was monitored, if it was determined that it had been pressed, the 
user was not allowed to authenticate, the test ended and the option offered to restart, or move straight to the 
questionnaire. Another likely outcome of the user being unable to remember their password is that they would 
be continually exposed to decoy screens during login, to help them recover every login screen in the interface, 
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decoy or authentic contained a button offering an option to quit and move straight to the questionnaire. 

• User unable to remember their username: Resulting in inability to enter the login stage, the user would 
therefore have no choice but to quit the test. As memorability of usernames was not being evaluated it was 
deemed acceptable to simply alert the user of the correct username when this occurred. 

• User recognises their password, but is unable to enter it accurately enough during login: This would 
mean that the visiPass system registers an incorrect password entry; as a result, the user would be continually 
exposed to decoy screens. As described above, all screens contained a button allowing the option to quit and 
access the questionnaire page. 

• User unsure of what action they should be taking within the interface: Resulting in the user “guessing” 
what action they should be taking, and input errors, The interface was designed to be as intuitive as possible, 
however as image-based passwords are likely to be a new concept to the majority of users, it was ensured that 
instructions given on the start page were short and unambiguous and that additional context sensitive 
instructions were given throughout. 

• User becomes impatient with page download times: Resulting in the user closing their browser down 
completely, meaning no results would be received; or worse, the user could leave the test page downloading 
whilst they do something else, bringing data logged with regard to length of time taken to complete the test 
unreliable. In view of this, page complexity and image file sizes were kept to a minimum so that pages loaded 
quickly. 

6.3 Ensuring the relativity of the tests 
 
Comparable underlying technologies were used in both tests; differences would have lead to discrepancies in 
performance and behaviour making it impossible to draw a reliable conclusion. As some images were likely to be more 
recognisable than others, a predefined set of 226 was used. Comparative instructions were given to users regarding 
structure of the test and actions required in both interfaces. Layout, content and sequence in all versions of the 
questionnaire were identical. Terminology inevitably differed slightly between systems, for example in the setup stage, 
“please select a region” was used in the visuo-spatial system whereas, “please select an image” was used in the visual 
system. Where it was not possible to word the questions or instructions in exactly the same way as in the above 
example, the changed terminology was kept consistent. Both interfaces included the same or equivalent page elements, 
and followed the sequence of events as described in section 6.1. 

 
Given the inherent variability of the types of password elements being highlighted in the aided training session, it was 
not possible to create a totally comparative method of highlighting. The most important requirement was for the 
highlight to be easily visible for users of both systems. In the visual type system, the button on which the password 
image was displayed was highlighted in a high contrast colour to the backgrounds of the other buttons and the rest of 
the page. In the visuo-spatial system a hollow circle was layered over the top of the password image surrounding the 
thirty-pixel password element selection region, given the abstract nature of the artwork, text was incorporated within its 
perimeter to further differentiate it from the password image itself. 

 
6.4. Discussion of Web-based evaluation results 
 
The test ran for a total of twenty-four days during which time seventy-six tests were completed, results can be found in 
Appendix B. 
 

6.4.1 Evaluation of results against six goals of usability 
 

6.4.1.1 Goal name: Effectiveness 
 

 On the surface, it looked as if the visuo-spatial category system rated more highly than the visual system in 
 respect of number of users successfully authenticating. However, when results were normalised to include 
 those users who opted to quit the test before completion i.e being unsuccessful in their attempt, it was found 
 that the visual system was stronger in this respect. However, the overall stronger system in this category is the 
 Visuo-spatial, based on the higher perceived level of security offered and the large password space that can be 
 achieved using a relatively small physical on screen space, it should be noted however, that both supply a 
 larger tangible space than the purely conceptual space offered by conventional  passwords. 

 
6.4.1.2 Goal name: Efficiency 

 
 The overall most efficient system was the visual system as users achieved their goal of successful login in a 
 shorter length of time than users of the visuo-spatial system. 

 
 6.4.1.3 Goal name: Safety 
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When asked to rate how easy it was to make mistakes using image-based passwords on a scale of one to five, 
users of both tests said around two. However, of the participants that completed the test, the number exposed to 
one or more decoy screens was four in both systems, the difference in number successfully recovering in  both 
systems was one, although the effect of this is minimised by the low total number of decoy screens viewed in 
the visual system where users realised and recovered from their mistakes much more quickly making it overall 
the safer system. 

 

6.4.1.4 Goal name: Utility 
 

 Overall stronger system in this category: Visual of the total number of participants that attempted the test, 
 seventy-one percent logged in successfully, this value was sixty-four percent in the visuo-spatial test. 

 

6.4.1.5 Goal name: Learnability 
 

 Users in the visual system were able to complete the test more quickly than users of the visuo-spatial system. 
 More users completed the visual test successfully, needing to complete a significantly lower number of training 
 sessions. This shows that the visual system is strongest of the two categories in terms of learnability. 

 
6.4.1.6 Goal name Memorability 
 
The visual system was the overall most memorable as a higher number of users were able to complete the test 

 successfully. 
 

6.4.2 Evaluation of results against the nineteen principles of a successful authentication system 
 
When combined with the results from the phase one evaluation, all nineteen principles will have been covered. 
 
6.4.2.1 Low imposter pass rate and false alarm rate (principle five) 
 
The lowest false alarm rate between the two systems was the visuo-spatial system with three percent of users 

 who completed the test being unable to authenticate, this figure was seven percent in the visual system. This 
 data does not reflect the many users who quit the tests before completion, as the reasons behind this cannot be 
 known. Some users might have authenticated successfully had they completed the test, whereas others might 
 not. The visuo-spatial system was also more prone to users selecting weak passwords, making it easier for 
 them to use the system and more likely to log in successfully than if this were in some way prohibited. 
 Therefore neither system can be said to have a particularly low false alarm rate. 

 

6.4.2.2 Inability for weak passwords to be selected and, not easy to predict patterns in passwords. 
(principles eight and nine) 

 
 Many users of the visuo-spatial type system selected similar password element regions throughout the duration 
 of test. In the visual test password element selection fell within acceptable bounds for a random distribution, 
 except in the case of five images where selection spiked significantly. For this experiment 226 random art 
 images were used as the basis for a password alphabet, so these popular images constituted two percent of the 
 alphabet.  
  
 Patterns existed in passwords created in both systems. Although in the visual system two percent of the images 
 were shown to be popular as password elements, further investigation into the characteristics that make them 
 popular could lead to the design of an optimal password alphabet for minimising this problem. However in the 
 visuo-spatial system, users selected weak passwords  independently of the image itself, meaning that the cause 
 of the problem is not the underlying image used, but inherent to the visuo-spatial paradigm. Therefore we 
 summise that overall the system that more strongly meets these principles is the visual system. 

 
6.4.2.3 Not easily communicable (principle eleven) 

 
 The use of random art as a basis for password alphabets in both systems should make it harder for users to 
 communicate password elements than with text-based passwords. It should also be difficult for an inauthentic 
 user to recognise an image-based password element based on its description. After the test, we asked 
 participants to imagine that they were unwell and that a family member or close friend needed to log in to a 
 cash machine using their image-based password to run some errands for them, we asked them to describe their 
 password elements in order for this person to access their account. The responses given were coded into five 
 categories: 

 
 Associative – User describes element through association. 

 Example of an associative description given by a visual system user: “Looks like ghosts dancing.” 
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  Many of these responses contained words such as, “like” and “similar” 
 

 Physical - User describes element through physical characteristics. 
 Example of a physical description given by a visuo-spatial system user:  

 “Bottom left, 2
nd

 green diagonal line going down meets 2
nd

 green diagonal line going up”  

 Many of these responses contained words such as, “diagonal”, “symmetrical” “left”, “right”, and “corner” 
 

 Physical/associative – User combines of both physical and associative descriptions to describe element. 
 Example of a physical/associative description given by a visual system user:  

 “red/white stripes bottom left, blue aeroplane shape top left” 
 

 Emotive – User describes the way element makes them feel, or feelings that they perceive it conveys. 
 Example of an emotive description given by a visual system user:“Scary”. 

  Responses in this category would contain words such as, “scary”, “confusing” “angry”,  “happy” and “sad”. 
 

 No-Description: User unable to describe their password element 

 
Emotive and associative password element descriptions would be harder to translate into a correct login 
 sequence by a person other than the authentic user, because these descriptions are personal to each individual. 
 Physical descriptions are more likely to be useful for this purpose, although they are likely to be difficult for a 
 user to devise if the images they are based upon are not accessible at the time of communication (Weinshall, 
 D., and Kirkpatrick, S. 2004). The images however were made accessible for the user during the description 
 task in order to model the “worst case” scenario. It is difficult to predict how useful physical/associative 
 passwords would be for an inauthentic user attempting login, although it would probably lie somewhere near 
 the level of usefulness given by an associative description, this is because it would still be necessary for the 
 inauthentic user to be able to translate the associative component of the description in order to create a 
 successful login sequence. In summary we assert that the associative, physical/associative and emotive 
 descriptions can certainly be communicated, but entering a system based upon them would be difficult,  the 
system that rates the highest in the associative, emotive, no-description and physical/associative  categories in 
comparison to physical category of description is stronger in meeting this principle. 

 
 The least communicable passwords were those of the visual system, where forty-four percent of password 
 element descriptions fell into the physical category, as opposed to the seventy-nine percent of visuo-spatial 
 password descriptions. 
 

6.4.2.4 Memorable passwords user can apply context to (principle thirteen) 
 
 Visuo-spatial system users who said that they applied association during either password setup or training 
 stages was twenty-six percent, although fewer used these associations to describe their password elements. A 
 high number of physical password element descriptions were given (seventy-nine percent) in the visuo-spatial 
 system, this is seemingly the result of the application of spatial memory, users would therefore likely be able to 
 recognise one of their password images from a larger set using associative memory after a long period of time, 
 but would find it difficult to identify the whereabouts of their password element within that image because 
 spatial memory only works within short term memory.  
 
 Visual system users who said that they applied association during password setup or training was thirty-four 
 percent,  although the observed number of associative password descriptions given by the same users was much 
 higher, meaning that many users created the associations at an implicit level and these only became evident 
 when they were asked to verbalise them. This result shows that overall, the system that intrinsically supplies 
 the most scope for memorable passwords that users can apply association to is the visual system. 

 
 

6.4.2.5 Authentication process must not be unpleasant to use (principle seventeen) 
 
 Neither system was likely to be physically unpleasant to use for the average user, as they were both based on 
 the standard point and click required by most GUI (graphical user interface) based applications, however it is 
 difficult to predict non-physical aspects of this characteristic such as the level of annoyance or frustration 
 engendered, so further evidence was sought on this. 
 
 When asked to rate how fun or annoying and how easy or difficult the systems were to use on a scale of one 
 to five, participants of both tests rated the systems between two and three. When asked how easy or difficult it 
 was to use the mouse to enter their password, participants of both tests answered between one and two. 
  
 If annoyance or frustration were engendered in the average user, it is expected that these numbers 
 would be above three, because, in a five-point scale, most people tend to see this as the point of neutrality or 
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 “no opinion”. However, we note that a relatively high number of users quitted the visuo-spatial test before 
 completion, therefore it seems likely that there was probably a much higher level of annoyance and frustration 
 engendered than is reflected in the questionnaire responses, meaning that the overall stronger system for this 
 category is the visual system. 

 

 6.4.2.6 Not take an impractical length of time to set up and use (principle eighteen) 
 
 It is inevitable that image-based passwords would take a longer amount of time to set up and use  than  
 text-based passwords. A practical length of time, is the length of time a user is happy to  expend whilst setting 
 up and using the system. In today’s fast paced society it can be assumed that the quicker a person can 
 authenticate, the better. 
 
 On average, users of the visual system took less time to set up and use the system, this shows that the visual 
 system is stronger than the visuo-spatial category of system in terms of this principle, this is also reflected in 
 the longest time that elapsed during a single visuo-spatial test, twenty-one minutes and forty-one seconds. Most 
 users would have given up long before this point. The average time spent logging in to the visuo-spatial system 
 would also be higher if users were restricted from entering “weak” password elements. 

 
6.4.3 Overall perception 
When asked whether the prospect of using image passwords in future made users: “happy 1 2 3 4 5 unhappy”, The 
average number entered by users of both system types was between two and three, showing that most users were 
undecided, or happy about the prospect of using the image-based approach. 
 

7. Overall results 
 
Overall results for the visual and visuo-spatial systems were calculated by combining points from the phase one 
heuristic evaluation and phase two web-based usability evaluation. Results gathered during phase two superseded 
results reassessed from phase one. A point scoring system was then applied, the scoring sheet can be found in Appendix 
C. Visual image-based password systems met twenty-three out of a possible twenty-five criterion whereas visuo-spatial 
met only twelve. 
 
Our results show that visuo-spatial system users experience difficulties in terms of memorability and learnability, this 
was reflected in the relatively high number of training sessions required per test in order for the average user to log in 
successfully. Users of the visuo-spatial system frequently selected weak passwords that contained patterns, this 
effectually mirrored the same behavioural trend for those experiencing usability problems with text-based passwords. If 
accessible to the user at the time of communication, visuo-spatial password elements were easily described in a format 
likely to be straightforward to decode into a successful login sequence for an inauthentic user. The use of spatial 
memory means that visuo-spatial passwords are unlikely to be persistent in memory when used infrequently over long 
periods of time. 
 
Graphical and visuo-spatial manipulation systems are predominantly recall based. After carrying out phase two of our 
evaluation comparing visuo-spatial selection and visual passwords, we found that users of the visuo-spatial selection 
system were more likely to make password selection errors than visual system users. A relatively high number of visuo-
spatial users opted to quit the test before reaching the questionnaire submission stage, showing that the paradigm 
engenders annoyance and frustration.  

 
8. Conclusion 
 
Text-based passwords are inherently insecure as they are subject to a tradeoff between usability and security, however 
they remain popular as their concept corresponds to an existing common archetypal worldview making them an easy to 
understand concept. They have an existing legacy of acceptance; therefore most users do not question their efficacy. On 
the other hand, contrary to the publicity that current biometric and token-based authentication attracts, these systems are 
not capable of solving the problem of the tradeoff between usability and security and introduce serious, insurmountable 
problems of their own. 
  
On carrying out a taxonomy of relevant issues when evaluating authentication mechanisms we have identified nineteen 
key components that when used in combination with six usability goals, creates a new metric that can be used to 
successfully measure the effectiveness of authentication systems.  We applied this metric as a case study to four image-
based password design paradigms: Graphical, Visual, Visuo-spatial selection and Visuo-spatial manipulation, in order 
to comparatively assess their potential as a solution to the problems inherent in other techniques. 
 
It was found that the visual paradigm presents the most secure and potentially acceptable solution to the problems of 
authentication. Depending on implementation, visual passwords offer a high level of security and possess a higher level 
of usability than conventional passwords. To maximise the potential for end-user acceptability, it is fundamental that 
further research is undertaken into mechanisms to prohibit shoulder surfing, as although a number of schemes exist, not 
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enough is known about the level of protection offered and how they affect overall usability. Optimal alphabet images 
that minimise the possibility for user bias when making password selections is an area that also requires further 
investigation and will be the subject of our own future work.  
 
In conclusion, this study confirms that although visual passwords are still in their infancy and there is a need for further 
research to make them totally viable, they do however provide a strong basis for a genuine solution to the usability 
versus security tradeoff in authentication. 
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Appendix A: Scoring sheets from phase one heuristic evaluation 
 
Visual Category     

Principle Discussion Criteria met 

1. Scalable to meet demand of 
growing volume of users, and 
password protected web sites 

Recognition based, easier for a user to remember multiple 
passwords. If a system could be developed which is secure 
enough, a single sign on technique could make multiple 
passwords redundant. 

Yes 

2. Good usability over networks Image files are renowned for taking a long time to download 
over networks. The use of random art images offers a solution, 
as they can be generated from a seed value on the requesting 
device. 

Yes 

3. Not based on character strings Communicability: 
If random art used as an alphabet this should make it difficult 
for the user to communicate their password to others. 

Keyboard Acoustic emanation: 
Deemed obsolete in a system of this type; keyboard not 
required to authenticate. 
Brute force and dictionary attacks: 
Could be avoided, strings of high entropy could be utilised 
without causing usability problems, the use of images makes it 
unnecessary to expose the user to such data. 

Data interception across networks: 
Cannot be ruled out. Mechanisms would need to be 
incorporated into any such system to guard against this. 

Yes 

4. Not based on a physical item Criterion inherently met Yes 

5. Low imposter pass rate and false 
alarm rate 

No inherent problem as identified with biometrics. 
 

Yes 

6. Password not entered using 
keypad/keyboard 

Criterion inherently met. Yes 

7. Provide a large password space Design dependent. Images of certain types may be more likely 
to be chosen by users for password elements. This would make 
the actual password space smaller than it would be 
conceptually. 

Yes 

8. Inability for weak passwords to be 
selected 

If popular image types exist this would introduce a potential 
area of weakness, although this would also mean that any 
extant characteristics could be identified and classified, making 
them guardable against through optimal alphabet image design. 
Because it is purely speculation that popular image types may 
exist and it should be possible to guard against their impact, 
this criterion is essentially met. 

Yes 

9. Not easy to predict patterns in 
passwords 

See 8 Yes 

10. Not require easily guessable login 
information 

Criterion inherently met Yes 

11. Not easily communicable Communication of visual passwords is likely to be a much 
harder task for the user, and more complex for an inauthentic 
user to match a given description to the password alphabet than 
it is with conventional passwords. As the images themselves 
would be hard to recall and complex to reproduce (Weinshall, 
D., and Kirkpatrick, S. 2004). 

Yes 

12. Not prone to observational attacks There are a number of mechanisms available to guard against 
this threat (Li, Z., et al, 2005, Ryan, P. 2004, Sobrado, L., and 
Birget, J., C. 2002).  

Yes 

14. Not recall based User should be able to rely on recognition, the external cue 
being the image itself. 

Yes 

15. Fits existing schemas:  
(easy to understand concept) 

The user still has to enter a “secret” sequence of symbols in 
order to authenticate. 

Yes 

16. Privacy issues: do not ask for 
personal information 

Criterion inherently met Yes 

19. Relatively cheap to implement 
without relying on additional devices 

Criterion inherently met. Yes 
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Graphical category      

Characteristic Discussion Criteria met 

1. Scalable to meet demand of 
growing volume of users, and 
password protected web sites 

Strength of password may allow users to do away with 
multiple passwords. 

Yes 

2. Good usability over networks Only pixel coordinates and random art seed values would need 
to be transferred, thus easily transmitted across networks. 

Yes 

3. Not based on character strings User draws a picture onto a ‘canvass’.  Passwords could be 
represented internally within the system as strings. 
 

Communicability: 
Difficult to reliably communicate. When a description is 
given, difficult to expound valid login graphic due to 
variability in style. However easily communicable through 
drawing. 
 

Keyboard acoustic emanation technique: 
Deemed obsolete in a system of this type, keyboard not 
required during authentication task. 
 

Brute force and dictionary attacks: 
Avoidable: Strings of high entropy could be utilised without 
causing usability problems. The application of drawn pictures 
makes it unnecessary to expose the user to underlying data. 
 
Interception across networks: 
Could be a problem with passwords of this type. 

Yes 

4. Not based on a physical item No physical item required if using a mouse, although drawing 
an image freehand may be difficult, therefore would be likely 
to be implemented using a stylus coupled with a device 
similar to a drawing tablet or on a touch sensitive screen in 
PDA’s. As this is not a functional requirement, this criterion is 
essentially met. 

Yes 

5. Low imposter pass rate and false 
alarm rate 

Systems of this type would be open to the same problems as 
non-physical biometrics (see part one) they are in fact more 
akin to such systems than they are to other image-based 
password systems. 

No 

6. Password not entered using 
keypad/keyboard 

Criterion inherently met. Yes 

7. Provide a large password space Not restricted by a preset password alphabet, only the space 
available onto which graphic is drawn.  

Yes 

8. Inability for weak passwords to be 
selected 

Due to variability in style and method of constructing the 
password elements between users, weak passwords are hard to 
create.  
 
A weakness might be introduced when setting the threshold 
level to cater for any expected user deviance from the original 
password image design. 

Yes 

9. Not easy to predict patterns in 
passwords 

Patterns could be predicted in the picture drawn through 
knowledge of personality, preferences and interests although it 
would be difficult to reproduce a valid login image using this 
method. 

Yes  

10. Not require easily guessable 
login information 

Easy to guess the image itself, although not the exact 
whereabouts or features of that image. 

Yes 

11. Not easily communicable The password cue could be communicated i.e. “my graphical 
password is a car” although it would be difficult to reproduce 
the graphic in enough detail to allow the inauthentic user 
enough information to log in. A major threat though is posed 
not by the user communicating the password verbally, but 
instead reproducing it on paper. 

No 

12. Not prone to observational 
attacks 

A shoulder surfer could gain access by reproducing a 
graphical password with practice in the same way that a 
person’s signature can be mimicked with analysis of technique 
and practice. 

No 

14. Not recall based Does not supply any external cue to trigger the memory of the No 



V4.3   pg 17 of 21 

image. 

15. Fits existing schemas:  
(easy to understand concept) 

Matches existing concept of a signature Yes 

16. Privacy issues: do not ask for 
personal information 

Does not inherently require personal information, although 
non-physical biometric information would be required to 
authenticate such as the way the user operates the mouse or 
draws a certain aspect of the image. 
 
This is not the same as physical biometrics in which 
identifying information such as iris measurements are 
recorded; the ethical questions raised by this being the 
foundational rationale behind this principle. 

Yes 

19. Relatively cheap to implement 
without relying on additional devices 

Could be implemented without additional devices; using a 
mouse as the drawing tool. 
 
Many find drawing freehand with such a device difficult, 
especially those users who do not posses a high level of motor 
skills such as persons with hand injuries, the sick, the old or 
the very young, therefore, a stylus oriented design with touch 
screen would be more efficient as this is not a functional 
requirement, the principle is conceptually met. 

Yes 

 

Visuo-spatial selection category      

Characteristic Discussion Criteria met 

1. Scalable to meet demand of 
growing volume of users, and 
password protected web sites 

If well designed and implemented can offer a high level of 
security, therefore could replace multiple passwords by acting 
as the basis for an SSO (single-sign-on) scheme. 

Yes 

2. Good usability over networks If random art images are used as basis for passwords criterion 
met as these can be generated from seed value on the 
requesting device. 

Yes  

3. Not based on character strings Passwords are based on making selections within an image, 
concealing any password information that might be based on 
arbitrary strings. 

Yes 

4. Not based on a physical item Criterion inherently met. Yes 

5. Low imposter pass rate and false 
alarm rate 

Could be a problem, very small password element regions 
(tight threshold) might result in user input errors, whilst a 
large password element region (low threshold) would diminish 
the level of security provided. If this system type is included 
in phase two, the suggested optimal thirty pixel size tap region 
would be applied (Besinger, D. 1998). 

Unknown  

6. Password not entered using 
keypad/keyboard 

Criterion inherently met Yes  

7. Provide a large password space Yes, however subject to size of image in relation to tap region. Yes  

8. Inability for weak passwords to be 
selected 

It may be possible for weak passwords to be selected. Users 
usually select weak passwords because it is too difficult to 
remember a secure password, therefore it might be found that 
users do not opt to choose weak passwords in systems of this 
type as they are recall based. 

Unknown  
 

9. Not easy to predict patterns in 
passwords 

If random art images are used this could be a problem, as a 
random seed could produce an image with few distinguishable 
areas memorable enough to be used as password regions.  

Unknown  

10. Not require easily guessable 
login information 

Criterion inherently met Yes  

11. Not easily communicable If random art used as an alphabet this would make it difficult 
for the user to communicate their password to others. 

Yes  

12. Not prone to observational 
attacks 

Images are static, therefore shoulder surfing could be a 
problem. If the image was made dynamic in some way this 
would make it difficult for the authentic user to log in. No 
mechanisms could be found at this time to guard against 
attacks in systems of this type so the criterion is not met, 
however we note that it may be possible to adapt schemes 
designed to prohibit this in visual systems for use in visuo-
spatial systems. 

No 

14. Not recall based If based on one password element per image, as opposed to Yes 
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many this would rely on the user’s ability for recognition. 

15. Fits existing schemas:  
(easy to understand concept) 

The password is still a password in the form of a “secret” 
sequence of inputted data, therefore the concept should not be 
difficult to understand. 

Yes  

16. Privacy issues: do not ask for 
personal information 

Criterion inherently met. Yes  

19. Relatively cheap to implement 
without relying on additional devices 

Criterion inherently met. Yes  

 

Visuo-spatial manipulation category 

Characteristic Discussion Criteria met 

1. Scalable to meet demand of 
growing volume of users, and 
password protected web sites 

Insecure due to the restrictions placed on password space and 
because weak passwords can be created.  Does not seem to be 
proficient enough in keeping data secure to be utilised as the 
basis for an SSO (single-sign-on) technique, therefore less 
likely to scale with the expected growing demand in future 
use.  

No 

2. Good usability over networks The interface can be held on the client and only the 
authentication data sent across the network. 

Yes 

3. Not based on character strings Passwords are based on carrying out a task inside an interface. 
Thus concealing any password information that might be 
based on strings of data. Again it would be necessary to guard 
against data interception attacks. 

Yes 

4. Not based on a physical item Criterion inherently met. Yes 

5. Low imposter pass rate and false 
alarm rate 

Due to the low password space, it is expected that it would be 
prone to high imposter pass rates. 

No 

6. Password not entered using 
keypad/keyboard 

Criterion inherently met Yes 

7. Provide a large password space Does not supply a large password space due to restrictions on 
the number of actions that can be carried out in an interface of 
this nature. 

No 

8. Inability for weak passwords to be 
selected 

Prone to the possibility of weak passwords due to small 
number of actions that can be carried out in an interface of this 
nature. Predictable actions such as selecting all aces from a 
deck of cards may be allowed introducing a further weakness, 
however if prohibited would restrict password space. 

No 
 

9. Not easy to predict patterns in 
passwords 

See 8 No 

10. Not require easily guessable 
login information 

Criterion inherently met Yes 

11. Not easily communicable Password elements are objects with pre-existing concrete 
associations as opposed to abstractions, to which the user must 
create their own personal associations, making them easily 
communicable. 

No 

12. Not prone to observational 
attacks 

A shoulder surfer would only need to note what actions are 
carried out at the interface and then reproduce these actions to 
authenticate. 

No 

14. Not recall based Users need to recall the order in which they carried out their 
password actions within the interface. 

No 

15. Fits existing schemas:  
(easy to understand concept) 

The password is still a password in the form of a “secret” 
sequence of actions, therefore the concept should not be 
difficult to understand. 

Yes 

16. Privacy issues: do not ask for 
personal information 

Criterion inherently met. Yes 

19. Relatively cheap to implement 
without relying on additional devices 

Criterion inherently met. Yes 

 

 
 
 
 
 
 



V4.3   pg 19 of 21 

Appendix B: Web-based evaluation results 
 
Participants who quitted the tests before submission of results: After reviewing server logs, it was found that 32% 
of visuo-spatial test participants had opted to quit the test before completion, in contrast to 19% of visual system users, 
the effect of this is that some results were biased. Where this has happened figures have been normalised to take this 
factor into account. Normalised results are given in brackets alongside un-normalised results. 

 
Logged data 

Measurement tool Visual Visuo-spatial Stronger 

How long it takes 
for the user to 
complete goal of 
successful login 

Time from beginning of set up stage 
to successful log in: 
Shortest: 1 min 33 sec. 
Longest:  7 min 33 sec. 
Average: 3 min, 36 sec. 

Time from beginning of set up stage 
to successful log in: 
Shortest: 1min 16 sec 
Longest:  21min 41 sec 
Average: 4 min 01 sec 

Visual 

Number of errors 
made 

Number of decoy screens viewed in 
a single test: 
Lowest: 0, Highest: 6 
Average per test: 0.23 

Number of decoy screens viewed in 
a single test: 
Lowest: 0, Highest: 12 
Average per test: 0.47 

Visual 
 
 

Recovery rate from 
errors 

Number returning successfully from 
decoy screens:  
2 of 4 

Number returning successfully from 
decoy screens 
3 of 4 

Neither 

Number of users 
successfully 
logging in 

89% - 37 of 42  
(normalised 71%) 

94% - 32 of 34  
(normalised 64%) 

Visual 

No. of training 
sessions per test 

Average: 2.0 training sessions per 
test. 

Average: 3.7 training sessions per 
test. 

Visual 

Number of 
unsuccessful login 
attempts  

False alarm rate: 7%  
*Not including tests where user 
opted to quit. 

False alarm rate: 3% 
*Not including tests where users 
opted to quit.  

Neither  

 

Questionnaire responses 

Question Visual user  responses Visuo-spatial user responses Stronger 

The prospect of using image-based 
passwords in future makes me: 

1: happy, 5: unhappy. 

Average response on a scale 
of 1 to 5 was between 2 and 

3. 

Average response on a scale 
of 1 to 5 was between 2 and 

3. 

Both 

Making mistakes whilst using 
image-based passwords is: 
1: easy to do, 5: hard to do. 

Average response on a scale 
of 1 to 5 was: 2 

Average response on a scale 
of 1 to 5 was: 2 

Both 

Image-based password systems are: 
1: fun to use, 5: annoying to use. 

Average answer on a scale of 
1 to 5 was between 2 and 3. 

Average answer on a scale of 
1 to 5 was between 2 and 3. 

Both 

Image-based password systems are: 
1: easy to use, 5: difficult to use. 

Average answer on a scale of 
1 to 5 was between 2 and 3. 

Average answer on a scale of 
1 to 5 was between 2 and 3. 

Both 

Using a mouse to enter the 
password was: 1:easy, 5: difficult. 

Average answer on a scale of 
1 to 5 was between 1 and 2. 

Average answer on a scale of 
1 to 5 was between 1 and 2. 

Both 

Password element description 
categories 

Associative            45% 
Physical             44% 
Physical/associative       11% 
Emotive               0% 
No description              0% 

Associative              5% 
Physical             79% 
Physical/associative         9% 
Emotive               0% 
No description              7% 

Visual 

If protected by a visual password 
my information would be: 1: very 

safe, 5: very insecure 

Average answer on a scale of 
1 to 5 was between 3 and 4 

Average answer on a scale of 
1 to 5 was between 2 and 3 

Visuo-spatial 

 
 
Other results 

Measurement tool Visual Visuo-spatial Stronger 

Password space Eight images selected from a larger 
set of 96 gives 96

8
 

 

Eight 30 pixel password elements 
selected from eight images of 
250x250 pixels as was used in the 
test, gives an overall space of: 
16666.6

8 
 

Visuo-spatial 
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Patterns in visuo-spatial password elements
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Example of patterns in selected visuo-spatial password elements: 
 
Each password element consists of two x,y coordinates e,g. A’s first password element was 513,453. The effect of these 
patterns is clearly illustrated when plotted on a graph: 
 

 
Example of patterns in selected visual password elements 
 
Image selection for password elements fell within acceptable bounds for a random distribution, except in the case of 
five images where selection spiked significantly. For this experiment 226 random art images were used as a password 
alphabet, so these “popular” images constituted two percent of the underlying alphabet.  

Popular images: 
 

      1129.jpg          1148.jpg                    1197.jpg                     1179.jpg                   1187.jpg 
 
 
 
     
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

Coords 
 

User 
A 

User 
B 

User 
C 

x1 513 608 430 

y1 453 439 271 

x2 513 601 425 

y2 453 415 300 

x3 515 606 483 

y3 451 476 278 

x4 515 607 436 

y4 451 475 270 

x5 515 607 604 

y5 451 451 273 

x6 515 610 435 

y6 450 465 271 

x7 515 602 434 

y7 450 475 271 

x8 514 604 461 

y8 450 473 261 

Image name 
 

Number of Appearances 
 

Predicted selection 
 (based on chance) 

Observed selection 
 

1129.jpg 18 1.5 times (8%) 10 times (56%) 

1148.jpg 20 1.67 times (8%) 8 times (40%) 

1179.jpg 20 1.67 times (8%) 8 times (40%) 

1187.jpg 17 1.42 times (8%) 8 times (47%) 

1197.jpg 18 1.5 times (8%) 9 times (50%) 
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Appendix C: Calculation of overall result 
 

Objective Source Stronger system 

Usability:  
Effective to use (Effectiveness) 

Phase 2 Visuo-spatial 

Usability:  
Efficient to use (Efficiency) 

Phase 2 Visual 

Usability: 
 Safe to use (Safety) 

Phase 2 Visual 

Usability:  
Have good Utility (Utility) 

Phase 2 Visual 

Usability:  
Easy to learn (Learnability) 

Phase 2 Visual 

Usability:  
Easy to remember (Memorability) 

Phase 2 Visual 

Principles of authentication:  
Scalable to meet demand of growing volume of users, and password protected 
web sites  

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Good usability over networks 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Not based on character strings 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Not based on a physical item 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Low imposter pass rate and false alarm rate 

Phase 2 Neither 

Principles of authentication:  
Password not entered using a keypad/keyboard 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Provide a large password space 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Inability for weak passwords to be selected 

Phase 2 Visual 

Principles of authentication:  
Not easy to predict patterns in passwords 

Phase 2 Visual  

Principles of authentication:  
Not require easily guessable login information 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Not easily communicable 

Phase 2 Visual 

Principles of authentication:  
Not prone to observational attacks 

Phase 1 Visual 

Principles of authentication:  
Memorable passwords user can apply context to 

Phase 2 Visual 

Principles of authentication:  
Not recall based 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Fits existing schemas (easy to understand concept) 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Privacy issues: Do not ask for personal information 

Phase 1 Visual & visuo-spatial 

Principles of authentication:  
Authentication process must not be unpleasant to use 

Phase 2 Visual 

Principles of authentication:   
Not take an impractical length of time to set up and use 

Phase 2 Visual 

Principles of authentication:  
Relatively cheap to implement, without relying on additional devices 

Phase 1 Visual & visuo-spatial 

 


